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1. Introduction 
 
Bortstein Legal Group takes its obligations under data protection laws seriously and is committed to 
ensuring your privacy. 
 
This Privacy Notice sets out information about the types of personal information we collect as part of 
our business, how we process that information and who we share it with in relation to our services. It 
also explains the rights you have in relation to that information. 
 
We may amend this Privacy Notice at any time and for any reason. The updated version is available at 
this location, by following the “Privacy Notice” link on our website footer 
at https://blegalgroup.com/.  
 
     
2. About Bortstein Legal Group 
 
We are a law firm with offices in various locations worldwide, including in the USA as Bortstein Legal  
LLC, the UK as Bortstein LLP and Canada as DLC Professional Corporation o/a Bortstein Legal Group. 
References to “Bortstein Legal Group”, “we” or “us” in this Privacy Notice mean the relevant firm 
entity with which you are working. 
 
For the purposes of applicable data protection law, the Bortstein Legal Group entity that you have 
instructed, or that is providing services to you, or is communicating with you, is responsible for this 
Privacy Notice and, to the extent relevant to applicable data protection law, is the controller of your 
personal information. 
 

 
3. Bortstein Legal Group’s Contact Details  

https://blegalgroup.com/
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If you have any questions about this Privacy Notice, including any requests to exercise your legal 
rights, please contact a regional office:   
 

If you are located in the United Kingdom  
 
Bortstein LLP 
1 King William Street, 
London, EC4N 7AFUnited Kingdom 
Telephone: +44 20 3691 3132 
UKdataprotection@blegalgroup.com 
 
or 
 
If you are located in Ireland or another European Union Member State: 
 
Bortstein Services EU Limited 
71 Lower Baggot Street 
Ground Floor 
Dublin, D02 P593, Ireland 
Telephone +353 87 3368886 
EUdataprotection@blegalgroup.com 
 
or  
 
If you are a resident of Canada:  
 
DLC Professional Corporation 
o/a Bortstein Legal Group 
192 Fairlawn  Avenue 
Toronto, Ontario M5M 1S8 
privacy@blegalgroup.com 
 
or 
 
If you are a resident of the United States or located in any other region:  
 
Bortstein Legal Group 
TEMPORARY MAILING ADDRESS 
P.O. Box 120 
Westwood, NJ 07675-0120 
United States of America 
privacy@blegalgroup.com 

 
 
4. Concerns and Complaints 

mailto:UKdataprotection@blegalgroup.com
mailto:EUdataprotection@blegalgroup.com
mailto:privacy@blegalgroup.com
mailto:privacy@blegalgroup.com
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If you are located in the UK, see below for details of how to express your concerns, make a complaint 
or exercise your rights.  
 
You have the right to make a complaint at any time to the Information Commissioner’s Office (ICO), 
the UK supervisory authority for data protection issues, at the details set out below. We would, 
however, appreciate the opportunity to address your concerns prior to contacting any data protection 
authority. 
 

Information Commissioner’s Office 
Wycliffe House, Water Lane, 
 Cheshire, SK9 5AF 
United Kingdom 
Telephone: +44 (0) 303 123 1113 
Email: casework@ico.org.uk 

 
If you are located in Ireland or other European Member States, see below for details of how to 
express your concerns, make a complaint or exercise your rights. 
 
If you are located in Ireland, you have the right to make a complaint at any time to the Data Protection 
Commissioner (DPC), the Irish supervisory authority for data protection issues 
(www.dataprotection.ie). If you are located in other states of the European Union, you have the right 
to make a complaint at any time to your applicable data protection authority. We would, however, 
appreciate the chance to deal with your concerns before you approach any data protection authority, 
so please contact us in the first instance. 
 
If you are located in Canada, see below for details of how to express your concerns, make a complaint 
or exercise your rights. 
 
Email your concerns, complaints or send a note to exercise your rights to: privacy@blegalgroup.com   
 
If you are a resident of the United States or located in any other region, see below for details of how 
to express your concerns, make a complaint or exercise your rights. 
 
Email your concerns, complaints or send a note to exercise your rights to: privacy@blegalgroup.com   
 
Bortstein Legal Group will maintain procedures for addressing and responding to all inquiries or 
complaints. Bortstein Legal Group shall investigate and respond to all complaints. 
 

5. How we use Personal Information 
 
Personal information means any information about a person from which that individual can be 
identified. Bortstein Legal Group processes personal information in a number of different situations, 
set out in the sections below. 
 

mailto:casework@ico.org.uk
http://www.dataprotection.ie/
mailto:privacy@blegalgroup.com
mailto:privacy@blegalgroup.com
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If you provide information to us about any person other than yourself, your employees, 
counterparties, your advisers or your suppliers, you must ensure that they understand how their 
information will be used, and that they have given their permission for you to disclose it to us and for 
you to allow us, and our outsourced service providers, to use it. 
 

a) If you are a client, or an officer, employee, or contractor of a client of Bortstein Legal Group, 
see below for further details. 

 
Categories of personal information we collect: 

  
To act for your organization and/or advise you as a client, we will need to collect personal  
information about you, including your name, role at work, work address, work contact details and  
business details. We will, from time to time, also collect data on your areas of expertise and 
experience and your business interests. 

 
Where we are required by law, we will collect certain identifying information about you to comply 
with our professional conduct obligations, including your name, address or regulatory status or 
identity documents. 
 
In the course of any particular matter that we are working on for you, we will from time to time 
collect other personal information about you that is relevant to the matter. Usually, we obtain 
this personal information directly from you or from your colleagues but may also from time to 
time obtain personal information about you from third parties or public sources (for example, we 
may obtain data about your directorships from a company search or from your other advisors).  

 
      

Purposes of processing and legal basis (where relevant under applicable data protection laws): 

Purpose of Processing Legal Basis (where relevant) 
To provide legal and other professional 
services and to carry out administrative tasks 
related to those services (for example, to send 
you invoices). 

Legitimate interests – providing our legal 
services to clients and client care. 

To carry out our professional conduct 
obligations, including carrying out compliance 
with legal practice rules, anti-money 
laundering, conflict checks and due diligence 
on our clients. 

Legal obligations. 

To manage and develop our relationship with 
you and to send you communications about 
our services and legal updates. 

Legitimate interests – developing and 
growing Bortstein Legal Group’s business. 

Carrying out and tracking our business 
development, our engagement with you and 
helping to understand your business. 

Legitimate interests – expanding Bortstein 
Legal Group’s business.  
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Where we need to collect personal information in compliance with our legal obligations and you 
fail to provide that data when requested, we may not be able to carry out our services, perform 
your instructions or act for your organization. In this case, we may have to cancel our 
engagement with your organization, but we will notify you if this is the case at the time. 

 
You can unsubscribe from any marketing emails you may receive from us at any time – by 
contacting your lead attorney at Bortstein Legal Group or emailing us at 
privacy@blegalgroup.com. Please note that if you opt out of marketing emails, we will still send 
you communications regarding legal advice or services that you have requested. 

 
b) If you are an individual who is involved in or connected to a client matter, see below for further 
details 
 
To act for clients, Bortstein Legal Group will process the personal information of individuals who 
are involved in or connected to client matters, e.g., representatives of organizations that clients 
are contracting with and their legal advisors and consultants. It may include both individuals who 
are connected with our client, and individuals who are connected with other parties involved in 
the transaction. 

 
 

Categories of personal information we collect: 
 

In the course of any matter, we will collect personal information about individuals who are 
involved in or connected with the matter and the types of personal information we collect will 
depend on what is necessary for and relevant to the matter. The data we usually collect for a 
matter includes your name, role, address, contact details and business details. 

 
In the course of any particular matter that we are working on, we will, from time to time, collect 
other personal information about you that is relevant to the matter. Usually, we obtain this 
personal information directly from you or from your colleagues but may also from time to time 
obtain personal information about you from third parties or public sources. 

 
Purposes of processing and legal basis (where relevant under applicable data protection laws): 

   

Purpose of Processing Legal Basis (where relevant) 
Using your contact detail and interests to keep 
you updated on legal developments and to 
invite you to and provide you with information 
about events. 

Legitimate interests – expanding Bortstein 
Legal Group’s business. 
 

mailto:privacy@blegalgroup.com
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Purpose of Processing Legal Basis (where relevant) 

To provide legal and other professional services 
and to carry out administrative tasks related to 
those services. 

Legitimate interests – providing our legal 
services to clients and client care. 

To carry out our regulatory obligations, including 
carrying out compliance with legal practice rules, 
such as conflict checks. 

Legal obligations. 

 
 

c) If you are a potential client or an officer, employee, or contractor of a potential client of 
Bortstein Legal Group, see below for further details. 
 
Bortstein Legal Group may process certain personal information about individuals with whom it 
would like to develop a business relationship or whom it targets for business development and 
marketing activities and communications. 
 
Types of personal information we collect: 
 
We will collect personal information about you, including your name, job title, position, address, 
contact details and business details, as well, from time to time, your areas of expertise and 
experience and your business interests. If we invite you to an event, we will occasionally ask for 
additional personal information about your dietary or accessibility requirements. This would 
include sensitive personal information (known as special categories of personal data under some 
data protection laws), such as inferred information about your religion or health status. 
 
Usually, we will obtain this personal information directly from you, such as via an email signature 
or business card but may also obtain information about you from a third party, such as a colleague 
or a public source, for example a LinkedIn profile. 

 
Purposes of processing and legal basis (where relevant under applicable data protection laws): 
 

 
You can unsubscribe from any marketing emails you may receive from us at any time – by 
contacting your lead attorney at Bortstein Legal Group or emailing us at privacy@blegalgroup.com. 

Purpose of Processing Legal Basis (where relevant) 
Carrying out and tracking our business 
development, our engagement with you 
and helping to understand your 
business. 

Legitimate interests – promoting 
Bortstein Legal Group’s business. 

Using your contact detail and interests 
to keep you updated on legal 
developments and to invite you to and 
provide you with information about 
events. 

Legitimate interests – promoting 
Bortstein Legal Group’s business. 

mailto:privacy@blegalgroup.com
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Please note that if you opt out of marketing emails, we will still send you communications 
regarding legal advice or services that you have requested. 
 
 
d) If you are an individual associated with a vendor or supplier to Bortstein Legal Group, see below 
for further details. 
 
We will process certain personal information about individuals who are employees, contractors or 
otherwise associated with vendors or suppliers to Bortstein Legal Group. 
 
Types of personal information we collect: 
 
To engage your organization as a supplier, we will need to collect personal information about you, 
including your name, role, work address, work contact details and business details. 
 
Purposes of processing and legal basis (where relevant under applicable data protection laws): 
 

Purpose of Processing Legal Basis (where relevant) 

Providing us with services or for other 
administrative services (e.g., to pay 
invoices) 

Legitimate interests – managing our supplier 
base in order to run our business and provide 
services to our clients.  

 
e) If you are a candidate applying for a role at Bortstein Legal Group, see below for further details. 
 
We will process personal information about individuals who have applied for a role at Bortstein 
Legal Group for recruitment purposes. 
 
Types of personal information we collect: 
 
The personal information we collect in order to progress your application as a candidate will 
include personal contact details such as name, title, addresses, telephone numbers, personal 
email addresses, date of birth, gender, current salary, compensation history, annual leave 
entitlement, pension and benefits information, current notice period and other employment 
records from previous roles, start date and location of employment; recruitment information 
(including copies of right to work documentation, references and other information included in a 
CV, cover letter or as part of the application process) and visual images and any photographs 
provided for business purposes. We will collect such personal information directly from you, or 
indirectly from recruitment agents or public sources, such as LinkedIn. If you are successful in 
your application, to the extent relevant, we will transfer this personal information to your 
employment record. 
 
Purposes of processing and legal basis (where relevant under applicable data protection laws): 
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f) If you are visiting our website, see below for further details. 
 
We will process personal information about individuals who visit our website. This information is 
collected automatically, subject to our Cookie Notice and your choices in our cookie banner. 
 
Types of personal information we collect: 
 
The personal information we collect when you access our website may include your IP address, 
city, browser minor version, browser user-agent string, device brand, device model, device name, 
operating system minor version, platform minor version, screen resolution. 
 
Purposes of processing and legal basis (where relevant under applicable data protection laws): 
 

 
For more information about our use of cookies, please see our Cookie Notice. 

 
 
6. Sharing Personal Information 
 
We disclose your personal information to third-party service providers who provide administrative or 
professional assistance, storage, security, telecommunications, and other services to us in support 
of our business, including secure remote working environments and office cloud software. 

Purpose of Processing Legal Basis (where relevant) 
To assess your candidacy as a potential 
employee or contractor for Bortstein Legal 
Group. 

For successful candidates, steps taken prior to 
entering into a contract with you; for 
unsuccessful candidates, legitimate interests 
in assessing potential candidates. 

Purpose of Processing Legal Basis (where relevant) 
To allow our website to function properly. Legitimate interests in providing access to our 

website. 

To remember users’ cookie preferences. Legitimate interests in complying with our 
obligations regarding cookie consents and 
adhering to user preferences. 

To understand how our website is being used, 
in order to improve our website and our 
services. 

Consent. 

https://www.blegalgroup.com/cookie-notice/
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We ensure that all such suppliers are subject to contractual obligations to protect personal 
information appropriately, in accordance with data protection law.    
 
 
7. International Transfers of Personal Information 
 
In order to provide our services, from time to time, we transfer your data (i) outside of the United 
Kingdom or European Economic Area, such as to our offices in North America or to a service provider 
with servers outside those countries; and (ii) outside of Canada, such as to our offices in the United 
States, the United Kingdom, European Economic Area or to a service provider with servers outside 
those countries or areas. When this happens, we will ensure that the information is protected as 
described in this Privacy Notice. Please see below for further information about the appropriate 
safeguards that we implement. 
 
Bortstein Legal Group ensures that an equivalent degree of protection is implemented by only 
transferring personal information to countries with adequate data protection regimes or using 
appropriate safeguards, such as specific contracts approved by the European Commission or UK 
government (as applicable) which give personal information the same protection it has in the UK or 
EU (e.g. European Commission: Standard contractual clauses for international transfers and the UK 
International Data Transfer Agreement or Addendum) or any data transfer mechanism approved by 
the European Commission or the UK authorities as appropriate, such as the EU-US Data Privacy 
Framework and the UK Data Bridge. 
 
 
8. Security of Personal Information 
 
We have put in place and maintain appropriate security measures to prevent your personal 
information from being accidentally lost, used, or accessed in an unauthorized way, altered or 
disclosed. 
 
Noted below is further information about the security measures we implement. 
 
Third parties will only process your personal information where they have agreed to treat the personal 
information confidentially and to apply appropriate security measures. 
 
All Bortstein Legal Group staff work exclusively in a secure virtual environment with multi-factor 
authentication, except when they work on client systems at a client’s request. The firm uses a real-
time active threat detection tool as part of our internal vulnerability management process which 
monitors Bortstein Legal Group’s infrastructure 24/7 and blocks access (in or out) to any internet 
activity or email it sees as a threat and provides reporting whenever it identifies any potential issues. 
 
The data stored with Bortstein Legal Group is encrypted in transit and at rest, including mobile 
devices which are encrypted using an accepted Mobile Device Management (MDM) solution. 
 

https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcommission.europa.eu%2Fpublications%2Fstandard-contractual-clauses-international-transfers_en&data=05%7C01%7Crteadore%40blegalgroup.com%7Ccb16df4902bb4374c89108dbeaa5e1e9%7C45b82775e2df43eeb6f94fa38d4a5424%7C0%7C0%7C638361770419256312%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=S4DDpAebzcwx2mxVV2CvnewjLam6S6I47YBaXZrGK3g%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Ffor-organisations%2Fuk-gdpr-guidance-and-resources%2Finternational-transfers%2Finternational-data-transfer-agreement-and-guidance%2F&data=05%7C01%7Crteadore%40blegalgroup.com%7Ccb16df4902bb4374c89108dbeaa5e1e9%7C45b82775e2df43eeb6f94fa38d4a5424%7C0%7C0%7C638361770419256312%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=R8NfBeCKP4VX2uJFPoH2xL6ij6DozKESja9OY1I84uA%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fico.org.uk%2Ffor-organisations%2Fuk-gdpr-guidance-and-resources%2Finternational-transfers%2Finternational-data-transfer-agreement-and-guidance%2F&data=05%7C01%7Crteadore%40blegalgroup.com%7Ccb16df4902bb4374c89108dbeaa5e1e9%7C45b82775e2df43eeb6f94fa38d4a5424%7C0%7C0%7C638361770419256312%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=R8NfBeCKP4VX2uJFPoH2xL6ij6DozKESja9OY1I84uA%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.dataprivacyframework.gov%2Fs%2F&data=05%7C01%7Crteadore%40blegalgroup.com%7Ccb16df4902bb4374c89108dbeaa5e1e9%7C45b82775e2df43eeb6f94fa38d4a5424%7C0%7C0%7C638361770419256312%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=F1C2tqjkCQd90EPnvBZxxiy9rOwHF%2FhiQUhfukmtJwU%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.dataprivacyframework.gov%2Fs%2F&data=05%7C01%7Crteadore%40blegalgroup.com%7Ccb16df4902bb4374c89108dbeaa5e1e9%7C45b82775e2df43eeb6f94fa38d4a5424%7C0%7C0%7C638361770419256312%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=F1C2tqjkCQd90EPnvBZxxiy9rOwHF%2FhiQUhfukmtJwU%3D&reserved=0
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Bortstein Legal Group has procedures in place to deal with any suspected personal information 
breach and will notify you and any applicable regulator of a breach where appropriate and required 
under applicable law. 
 
 
9. Retention of Personal Information 
 
Bortstein Legal Group will only retain personal information for as long as it has a legitimate basis for 
doing so, including for the purposes of satisfying any legal, regulatory, commercial, accounting, or 
reporting requirements. 
 
To decide on the appropriate retention period for personal information, we consider the amount, 
nature, and sensitivity of the personal information, the potential risk of harm from unauthorized use 
or disclosure of your personal information, the purposes for which we process your personal 
information and whether we can achieve those purposes through other means, and the applicable 
legal requirements.  
 
Bortstein Legal Group generally retains client documentation and matter files for as long as there is 
an ongoing client relationship and an appropriate period thereafter, and once Bortstein Legal Group 
has no legal or commercial reasons to retain personal information, it will be securely deleted or 
destroyed. 
 
 
10.  Consent under Canadian Privacy Laws 
 
If you are in Canada, we will not collect, use, or disclose your personal information without your prior 
consent. Your consent may be expressed or implied. You may expressly give your consent in writing, 
verbally or through any electronic means. In certain circumstances, your consent may be implied by 
your actions. For example, providing Bortstein Legal Group personal information to apply for a job or  
to use Bortstein Legal Group’s services is implied consent to use such information. Bortstein Legal 
Group assumes that you have consented to its reasonable collection and use of personal information 
consistent with the purposes for which the information was given. 
 
We do not collect, use, or disclose personal information without consent unless authorized or 
required by law to do so. 
 
You may withdraw consent at any time, subject to legal or contractual restrictions and reasonable 
notice. In order to withdraw consent, you must provide notice to Bortstein Legal Group in writing. 
 
 
11. Your Rights 
 
Individuals located in the United Kingdom, European Economic Area and Equivalent Data 
Protection Regimes: 
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If you are located in the United Kingdom or the European Economic Area or other locations with 
equivalent data protection regimes, you may have certain rights under applicable data protection 
laws in relation to your personal information. Please see below for further details. 
 

a. Request access to your personal information  
 
This right is commonly known as a “data subject access request” and enables you 
to receive a copy of the personal information we hold on you and to check that we 
are lawfully processing it. 
 

b. Request correction of the personal information that we hold about you 
 
This right enables you to have any incomplete or inaccurate information we hold 
about you corrected. Please keep us informed if your personal information changes 
during your relationship with us. 
 

c. Request erasure of your personal information 
 
This right enables you to ask us to delete or remove personal information where 
there is no good reason for us continuing to process such personal information. You 
also have the right to ask us to delete or remove your personal information where 
you have exercised your right to object to processing (see below). 

 
d. Object to processing of your personal information 

 
Where we are relying on a legitimate interest (or those of a third party) and there is 
something about your particular situation which makes you want to object to 
processing on this ground, you may exercise this right. You may also object if we 
ever process your personal information for direct marketing purposes. 
 

e. Request the restriction of processing of your personal information. 
 
This right enables you to ask us to suspend the processing of personal information 
about you, for example, if you want us to establish its accuracy or the reason for 
processing such personal information. 
 

f. Request the transfer of your personal information to another party. 
 
This right enables you to request for your data to be transferred to another party in 
a portable format. 

 
If you want to exercise any of these rights, please contact us. We may need to request specific 
information from you to help us confirm your identity and ensure your right to access the information 
(or to exercise any of your other rights). This is another appropriate security measure to ensure that 
personal information is not disclosed to any person who has no right to receive it. 
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You will not have to pay a fee to access your personal information or to exercise any of the other 
rights, unless the request is repetitive, clearly unfounded, or excessive, in which case we reserve the 
right to charge you a reasonable fee or refuse to comply with the request. 
 
Residents of Canada 
 
Upon request, Bortstein Legal Group will provide you information regarding the existence, use and 
disclosure of your personal information and you will be given access to that information. Bortstein 
Legal Group will respond to an application for individual access to personal information within a 
reasonable time and at minimal or no cost to the individual. You may challenge the accuracy and 
completeness of the information and have it amended as appropriate. 
 
NOTE: In certain circumstances, Bortstein Legal Group may not be able to provide access to all of 
your personal information that it holds. Exceptions may include information that is prohibitively 
costly to provide, information that contains references to other individuals, information that cannot  
 be disclosed for legal, security or commercial proprietary reasons. Bortstein Legal Group will provide 
the reasons for denying access. 
 
 
 
This Privacy Notice was last updated in June 2025 
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